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Exam Details and Topics
The CompTIA CLO-002 exam measures the skills and knowledge required to make conscious and precise decisions on Cloud

technologies and the impact on business. The test takers will be assessed based on their competence in evaluating financial effects,

business use cases, deployment models, and Cloud technologies. The exam contains 75 multiple-choice questions and the candidates

have 60 minutes to answer them. The fee for the test is $126 and it can be taken in the English language. The students must achieve

720 points on a scale of 100-900 to succeed in the exam. The registration process is done through Pearson VUE. 

Certification and exam prerequisites
To get the certification, you need to be ready for its exam. Therefore, it is recommended that a potential candidate has about 6 to 12

months of hands-on experience working as a Business Analyst who has some knowledge of Cloud technologies. It is not a strict

requirement, but this level of expertise can help you during the testing process. Otherwise, you will need to have thorough training to

learn all the exam topics. 

All in all, the prerequisite exam validates that you have the required understanding and knowledge of technical components,

foundational business, and possible Cloud assessments. Besides that, you should understand security measures and concerns, new
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technology concepts, benefits to your organization of using them, and required solutions. All of that and even more will be tested,

which means that you need to have a broad knowledge of the topics. 

 

NEW QUESTION 15

Which of the following BEST explains why there should be an established communication policy between CSPs and clients?

*  To set guidelines for securing network traffic for all communications with endpoints on the corporate local area network

*  To ensure all staff know the acceptable guidelines for representing themselves on social media.

*  To have protocols in place for notifying staff when a cloud outage occurs.

*  To have proper procedures in place for interactions between internal departments and cloud vendors submitting bids for software

or service.

NEW QUESTION 16

An organization&#8217;s servers are experiencing performance degradation from oversubscription of memory in the

virtual environment and exhausted physical RAM.

Which of the following cloud computing characteristics would BEST address the issue?

*  Availability

*  Elasticity

*  Pay-as-you-go

*  Self-service

NEW QUESTION 17

A cloud administrator needs to enable users to access business applications remotely while ensuring these applications are only

installed on company-controlled equipment. All users require the ability to modify personal working environments. Which of the

following is the BEST solution?

*  SSO

*  VDI

*  SSH

*  VPN

Explanation

Explanation/Reference:

NEW QUESTION 18

A company wants to process a batch job in a faster, cost-effective manner. Which of the following is the BEST solution?

*  Implement right-sizing.

*  Increase CPU usage.

*  Utilize spot instances.

*  Add storage.

NEW QUESTION 19

A web application was deployed, and files are available globally to improve user experience. Which of the
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following technologies is being used?

*  SAN

*  CDN

*  VDI

*  API

NEW QUESTION 20

Which of the following is an example of outsourcing administration in the context of the cloud?

*  Managed services

*  Audit by a third party

*  Community support

*  Premium support

NEW QUESTION 21

Which of the following can be used to achieve automation, environment consistency, and standardization of computer resources in a

cloud environment?

*  Content management system

*  Automation

*  Service-oriented architecture

*  Infrastructure as code

NEW QUESTION 22

A requirement states that an application must be restored within six hours. Which of the following should be

included in the SLA to satisfy this requirement?

*  MTTR

*  RPO

*  ROI

*  RTO

NEW QUESTION 23

Which of the following are aspects of cloud data availability? (Choose two.)

*  Resource tagging

*  Data sovereignty

*  Locality

*  Zones

*  Geo-redundancy

*  Auto-scaling

NEW QUESTION 24

A company migrated all of its infrastructure to the cloud. The cloud security team must review the security post-migration.

Which of the following is the MOST appropriate task for the cloud security team to perform?

*  Risk register

*  Threat assessment
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*  Application scan

*  Vulnerability scan

NEW QUESTION 25

For which of the following reasons is the infrastructure as code technique used?

*  To improve the ability to migrate applications to different cloud providers to avoid vendor lock-in.

*  To specify the hardware configuration and system installation procedures in machine-readable formats.

*  To capture the system configurations to track changes and remediate configuration drift.

*  To assign server administration responsibilities to software developers for application deployments.

NEW QUESTION 26

Volume, variety, velocity, and veracity are the four characteristics of:

*  machine learning.

*  Big Data.

*  microservice design.

*  blockchain.

*  object storage.

NEW QUESTION 27

A SaaS provider specifies in a user agreement that the customer agrees that any misuse of the service will be

the responsibility of the customer. Which of the following risk response methods was applied?

*  Acceptance

*  Avoidance

*  Transference

*  Mitigation

NEW QUESTION 28

A SaaS provider specifies in a user agreement that the customer agrees that any misuse of the service will be the responsibility of the

customer. Which of the following risk response methods was applied?

*  Acceptance

*  Avoidance

*  Transference

*  Mitigation

NEW QUESTION 29

A low-budget project with a flexible completion time can become financially feasible via the use of:

*  right-sizing.

*  resource tagging.

*  reserved instances.

*  spot instances.

NEW QUESTION 30

A cloud risk assessment indicated possible outages in some regions. In response, the company enabled geo- redundancy for its cloud
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environment. Which of the following did the company adopt?

*  Risk mitigation

*  Risk acceptance

*  Risk transference

*  Risk avoidance

NEW QUESTION 31

A systems administrator is reviewing a disaster recovery option that requires little to no downtime in the event of a natural disaster.

Which of the following BEST meets this requirement?

*  Configure availability zones.

*  Configure high availability.

*  Configure geo-redundancy.

*  Configure auto-scaling.

NEW QUESTION 32

A company deploys a data management capability that reduces RPO. Which of the following BEST describes

the capability needed?

*  Locality

*  Replication

*  Portability

*  Archiving

NEW QUESTION 33

The cloud consumer compliance team requires the IT department to patch and update cloud resources

properly. Which of the following cloud service delivery models will BEST suit this need?

*  SaaS

*  DBaaS

*  DRaaS

*  IaaS

NEW QUESTION 34

Which of the following deployment models includes application components on a company&#8217;s network as well as on the

Internet?

*  Private

*  Public

*  Community

*  Hybrid

NEW QUESTION 35

A business analysis team is reviewing a report to try to determine the costs for a cloud application. The report does not allow

separating costs by application.
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Which of the following should the team use to BEST report on the costs of the specific cloud application?

*  Right-sizing

*  Content management

*  Optimization

*  Resource tagging

NEW QUESTION 36

Which of the following are the main advantages of using ML/AI for data analytics in the cloud as opposed to on premises? (Choose

two.)

*  Cloud providers offer enhanced technical support.

*  Elasticity allows access to a large pool of compute resources.

*  The shared responsibility model offers greater security.

*  AI enables DevOps to build applications easier and faster.

*  A pay-as-you-go approach allows the company to save money.

*  ML enables DevOps to build applications easier and faster.

NEW QUESTION 37

A cloud systems administrator needs to migrate several corporate applications to a public cloud provider and decommission the

internal hosting environment. This migration must be completed by the end of the month.

Because these applications are internally developed to meet specific business accounting needs, the administrator cannot use an

alternative application.

Which of the following BEST describes the approach the administrator should use?

*  Hybrid deployment

*  Phased migration

*  Lift and shift

*  Rip and replace

NEW QUESTION 38

A report identified that several of a company&#8217;s SaaS applications are against corporate policy. Which of the following is the

MOST likely reason for this issue?

*  Shadow IT

*  Sensitive data

*  Encryption

*  Vendor lock-in
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