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Fortinet NSE5_FCT-7.0 Exam Syllabus Topics:

TopicDetailsTopic 1- Configure endpoint profiles to provision FortiClient devices- Configure FortiClient EM S featuresTopic 2-
Resolve common FortiClient deployment and implementation issues- Apply IP- MAC ZTNA filtering to check the security
posture of endpointsTopic 3- Deploy FortiClient on Windows, macOS, iOS, and Android endpoints- Provision and deploy
FortiClient devicesTopic 4- Install and perform the initial configuration of FortiClient EMS- Configure automatic quarantine
of compromised endpointsTopic 5- Configure security fabric integration with FortiClient EMS- Security Fabric integration-
Deploy the full ZTNA solution

QUESTION 23

Refer to the exhibit.
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Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user istrying to download an
infected file?

* Blockstheinfected files asit is downloading

* Quarantines the infected files and logs all access attempts

* Sends the infected file to FortiGuard for analysis

* Allows the infected file to download without scan

QUESTION 24

Refer to the exhibits.
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Which show the Zero Trust Tag Monitor and the FortiClient GUI status.

Remote-Client istagged as Remote-Users on the FortiClient EMS Zero Trust Tag Monitor.

What must an administrator do to show the tag on the FortiClient GUI?
* Update tagging rule logic to enable tag visibility

* Change the FortiClient system settings to enable tag visibility

* Change the endpoint control setting to enable tag visibility

* Change the user identity settings to enable tag visibility

QUESTION 25

Which statement about FortiClient comprehensive endpoint protection is true?

* |t helps to safeguard systems from email spam

* |t helps to safeguard systems from data | oss.

* |t helps to safeguard systems from DDoS.

* |t helpsto safeguard systems from advanced security threats, such as malware.

QUESTION 26

Refer to the exhibit.
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Based on the FortiClient log details shown in the exhibit, which two statements are true? (Choose two.)
* Thefile status is Quarantined

* Thefilenameis sent to ForuSandbox for further inspection.

* Thefilelocation IS 7?D:Users.

QUESTION 27

A FortiClient EMS administrator has enabled the compliance rule for the sales department. Which Fortinet device will enforce
compliance with dynamic access control ?

* FortiClient

* FortiClient EMS

* FortiGate

* FortiAnalyzer

QUESTION 28

Which three features does FortiClient endpoint security include? (Choose three.)
* L2TP

* Real-time protection

* DLP

* Vulnerability management

* |Psec

QUESTION 29
What does FortiClient do as a fabric agent? (Choose two.)

* Provides |OC verdicts
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* Automates Responses
* Creates dynamic policies

QUESTION 30

Which component or device shares ZTNA tag information through Security Fabric integration?
* FortiClient EMS

* FortiGate

* FortiGate Access Proxy

* FortiClient

QUESTION 31

Refer to the exhibit.

Which shows the output of the ZTNA traffic log on FortiGate.

What can you conclude from the log message?

* The remote user connection does not match the explicit proxy policy.

* The remote user connection does not match the ZTNA server configuration.
* The remote user connection does not match the ZTNA rule configuration.

* The remote user connection does not match the ZTNA firewall policy

QUESTION 32

Refer to the exhibit.

1:48:39 PM Information Vulnerability  id=96521 msg="A vulnerability scan result has been logged" status=N/A vulncat="Operating
1:48:39 PM Information Vulnerability 1d=96528 msg="The vulnerability scan status has changed” status="scanning finished"” wulnc
1:41:38 PM Information ESNAC  id=96958 user=Admin msg="User social media information” social srvc=os social_user=~Admin

2:12:22 PM Information Config id=96882 msg="Policy 'Default’' was received and applied”

2:13:27 PM Information ESNAC  id=96958 user=Admin msg="User social media inf n" social_srvc=os social_user=Admin

2:14:32 PM Information ESNAC  i1d=96959 emshostname=WIN-EHVKBEA3SZL msge" s AV whitelist engine version 6.08134 and si
2:14:54 PM Information Config id=96882 msg="Policy 'Defaul 'm nd applied”

2:16:81 PM Information ESNAC  id=96958 user=Admin media information® social_srvc=os social_user=Admin

2:20:19 PM Information Config 1d=96883 msg=" es ‘default’ were received and applied”

2:20:23 PM Debug ESNAC  PIPEMSG_CMD CONFIG

2:20:23 PM Debug  ESNAC  cb828898d1%e)

2:20:23 PM Debug ESNAC  Before Reload Config

2:28:23 PM Debug ESMAC ReloadConfig

2:20:23 PM Debug  Scheduler stop_task() called

2:20:23 PM Debug  Scheduler GUI change event

2:20:23 PM Debug Scheduler stop_task() called

2:20:23 PM Information Config id=96882 msg="Policy 'Fortinet-Training' was received and applied”

2:20:23 PM Debug Config ‘scan on registration® is disabled - delete "on registration’ vulnerability scan.

2:28:23 PM Debug Config ImportConfig: tag <\forticlient_configuration\antiexploit\exclusion_applications> value is empty.
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Based on the FortiClient logs shown in the exhibit which endpoint profile policy is currently applied to the FortiClient endpoint from
the EMS server?

* Default

* Compliance rules default

Fortinet- Training

Default configuration policy

*

*

QUESTION 33

Refer to the exhibit.

Which shows the output of the ZTNA traffic log on FortiGate.

What can you conclude from the log message?

The remote user connection does not match the explicit proxy policy.

The remote user connection does not match the ZTNA server configuration.
The remote user connection does not match the ZTNA rule configuration.
The remote user connection does not match the ZTNA firewall policy

*

*

*

*

QUESTION 34

Refer to the exhibit.

Based on the logs shown in the exhibit, why did FortiClient EM Sfail to install FortiClient on the endpoint?
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* The remote registry service is not running

* The Windows installer serviceis not running

* The task scheduler service is not running.

* The FortiClient antivirus service is not running

QUESTION 35

Which security fabric component sends a notification to quarantine an endpoint after |OC detection in the automation process?

* FortiAnalyzer

* FortiClient

* ForbClient EMS
* Forti Gate

QUESTION 36

Which two statements are true about ZTNA? (Choose two.)

* ZTNA provides role-based access

* ZTNA manages access for remote users only
* ZTNA manages access through the client only
* ZTNA provides a security posture check

QUESTION 37

Refer to the exhibit.
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An administrator has restored the modified XML configuration file to FortiClient and sees the error shown in the exhibit.

Based on the XML settings shown in the exhibit, what must the administrator do to resolve the issue with the XML configuration

file?

* The administrator must resolve the XML syntax error.

* The administrator must use a password to decrypt the file

* The administrator must change the file size

* The administrator must save the file as FortiClient-config conf.

QUESTION 38

Which two statements are true about the ZTNA rule? (Choose two. )
* |t redirects the client request to the access proxy

* |t defines the access proxy

* It applies security profilesto protect traffic

QUESTION 39

Which two statements are true about the ZTNA rule? (Choose two. )
* |t enforces access control

* |t redirects the client request to the access proxy

* |t defines the access proxy

* |t applies security profilesto protect traffic

QUESTION 40

Which security fabric component sends a notification to quarantine an endpoint after |OC detection in the automation process?

* FortiAnalyzer

* FortiClient

* ForbClient EMS
* Forti Gate

QUESTION 41

Why does FortiGate need the root CA certificate of FortiClient EMS?
* Tosign FortiClient CSR requests

* To revoke FortiClient client certificates

* Totrust certificatesissued by FortiClient EMS

* To update FortiClient client certificates

QUESTION 42

Refer to the exhibits.
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Which shows the configuration of endpoint policies.

Based on the configuration, what will happen when someone logs in with the user account student on an endpoint in the trainingAD
domain?

* FortiClient EM S will assign the Sales policy

* FortiClient EMS will assign the Training policy

* FortiClient EMS will assign the Default policy

* FortiClient EMSwill assign the Training policy for on-fabric endpoints and the Sales policy for the off-fabric endpoint
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