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Fortinet NSE6_FAD-6.2 Exam Syllabus Topics:

TopicDetailsTopic 1- Manage multi-vdom deployments- Server Load Balancing- Configure load balancingTopic 2- Configure
virtual servers, real servers, server pools, and health checks- Configure SSL offloading, accel eration and inspectionTopic 3-
Use REST API for system management- Deployment and System ConfigurationTopic 4- Advanced Netoworking and
Security- Identify deployment requirementsTopic 5- Configure WAF and web vulnerability scanning- Configure global
server load balancing

NO.18 Refer to the exhibit.

| Pagel/4 |


https://blog.examslabs.com/?p=861
https://blog.examslabs.com/?p=861

This page was exported from - Exams L abs Braindumps
Export date: Sat Nov 23 10:12:11 2024 / +0000 GMT

//-_ Client : _

. 10:9-2.200 ?/‘ WebServer1

FortiADC FortiWEB m%/

orti (o]
5.CO

|
J WebServer2

Iy ///4
AN

FortiADC is applying SNAT to al inbound traffic going to the servers. When an attack occurs, FortiWeb blocks traffic based on the
192.0.2.1 source I P address, which belongs to FortiADC. The setup is breaking all connectivity and genuine clients are not able to
access the servers.

What must the administrator do to avoid this problem? (Choose two.)

* Enable the Use X-Forwarded-For setting on FortiWeb.

* No Specia configuration is required; connectivity will be re-established after the set timeout.
* Place FortiWeb in front of FortiADC.

* Enable the Add X-Forwarded-For setting on Forti\Web.

NO.19 An administrator wants to implement load balancing persistence by configuring FortiADC to prefix the server ID to an
existing cookie sent by the back-end servers.

Which persistence method should the administrator use?
* Hash cookie

* |nsert cookie

* Persistence cookie

* Embedded cookie

NO.20 A web administrator wants to configure anew virtual server to deliver HTTP content to end users.

Which three components are mandatory to accomplish this? (Choose three.)
* | oad balancing method

* Real server pool

* Server persistence

* Health check

* Application profile

NO.21 Which two FortiADC features can you um to harden the device and server security? (Choose two.)
* Connection limits

* Web filtering

* Antivirus scanning

* FortiGuard IP reputation
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NO.22 Which two statements about Layer 7 application delivery control are true? (Choose two.)
* |t provides more intelligent traffic distribution decisions

* |t provides the fastest traffic processing

* |t supports only |Pv4

* |t requires more packets to make a decision

NO.23 An administrator is managing aweb site that uses specialized servers for streaming, in addition to servers that handle HTTP
traffic.

To make sure that specialized servers handle the streaming traffic, what FortiADC capacity should they use?
* Persistence rules

* Content routing

* Dynamic load balancing

* HTTP compression

NO.24 Which two configuration actions are possible when protecting application delivery servers from clients with |P addressesin
the I P reputation database? (Choose two.)

* Automatically create a WAF profile based on the traffic

* Redirect the traffic to adifferent URL

* Block the traffic.

* Anayze the traffic using WV S rules

NO.25 An administrator has configured al the back end servers with a maximum warm-up state rate.

Under which two conditions is the maximum rate enforced by FortiADC? (Choose two.)

* Aslong as aserver keeps replying to the health Check

* When multiple health check methods have been configured for a server and some of them are failing but at least oneis up.
* When the status of a server is set to Enabled from Maintain of Disabled

* During awarm-up period, when a server is back online after a health check downtime

NO.26 When using FortiADC in aglobal load balancing configuration, in which two ways do general DNS settings differ from a
global DNS policy? (Choose two.)

* Traffic not matching aglobal DNS policy is served by the general DNS settings

* Traffic matching source or destination criteriais served by the general DNS policy.

* Traffic matching the zone, as well as both source and destination criteria, isserved by the global DNS policy.

* Traffic not matching general DNS settings is served by a matching global DNS policy.

NO.27 An organization has decided to automate specific tasks by leveraging the fortiADC REST API. The tasks will perform
updates to existing items.

Which REST API method should you use to update existing items on FortiADC?
* PATCH

* POST

* GET

* PUT

NO.28 Which three types of content can you optimize using a page speed profile? (Choose three.)

* Streaming
* Image
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* CSS
* Video

NO.29 Refer to the exhibit.

The exhibit shows the first few lines of three scripts, and avirtual server configuration leveraging these scripts.

Based on the way FortiADC prioritizes script execution, in what order will the scripts execute?
* COOKIE_COMMANDS, GENERAL_REDIRECT, GEOIP_UTILITY

* COOKIE_COMMANDS< GEOIP_UTILITY, GENERAL_REDIRECT

* GEOIP_UTILITY, GENERAL_ REDIRECT, COOKIE_COMMAND
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