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The Information Security Foundation based on |SO/IEC 27001 certification exam is designed to provide a broad understanding of
the principles of information security management. It covers various topics such as confidentiality, integrity, and availability of
information, risk management, and security controls. ISFS exam is designed to test the knowledge and skills required to implement
and maintain an effective information security management system. It is an entry-level certification that isideal for individuals who
are new to the field of information security.

Q40. Logging in to a computer system is an access-granting process consisting of three steps:. identification, authentication and
authorization. What occurs during the first step of this process: identification?

* Thefirst step consists of checking if the user is using the correct certificate.

* Thefirst step consists of checking if the user appears on the list of authorized users.

* Thefirst step consists of comparing the password with the registered password.

* Thefirst step consists of granting access to the information to which the user is authorized.
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Q41. Your organization has an office with space for 25 workstations. These workstations are all fully equipped and in use. Dueto a
reorganization 10 extraworkstations are added, 5 of which are used for acall centre 24 hours per day. Five workstations must
always be available. What physical security measures must be taken in order to ensure this?

* Obtain an extra office and set up 10 workstations. Y ou would therefore have spare equipment that can be used to replace any
non-functioning equipment.

* Obtain an extra office and set up 10 workstations. Ensure that there are security personnel both in the evenings and at night, so
that staff can work there safely and securely.

* Obtain an extra office and connect all 10 new workstations to an emergency power supply and UPS (Uninterruptible Power
Supply). Adjust the access control system to the working hours of the new staff. Inform the building security personnel that work
will also be carried out in the evenings and at night.

* Obtain an extra office and provide a UPS (Uninterruptible Power Supply) for the five most important workstations.

Q42. A company movesinto anew building. A few weeks after the move, a visitor appears unannounced in the office of the
director. An investigation shows that visitors passes grant the same access as the passes of the companys staff. Which kind of
security measure could have prevented this?

* A physical security measure

* An organizational security measure

* A technical security measure

Q43. What isarisk analysis used for?

* A risk analysisis used to express the value of information for an organization in monetary terms.

* A risk analysisis used to clarify to management their responsibilities.

* A risk analysisisused in conjunction with security measures to reduce risks to an acceptable level.

* A risk analysisis used to ensure that security measures are deployed in a cost-effective and timely fashion.

Q44. Which measure assures that valuable information is not |eft out available for the taking?
* Clear desk policy

* Infra-red detection

* Access passes

Q45. What action is an unintentional human threat?
* Arson

* Theft of alaptop

* Social engineering

* Incorrect use of fire extinguishing equipment

Q46. Which of the following measures is a corrective measure?

* |ncorporating an Intrusion Detection System (IDS) in the design of a computer centre

* Installing avirus scanner in an information system

* Making a backup of the data that has been created or altered that day

* Restoring a backup of the correct database after a corrupt copy of the database was written over the original

Q47. You work in the office of alarge company. You receive acall from a person claiming to be from the Helpdesk.
He asks you for your password. What kind of threat is this?

* Natura threat

* Qrganizational threat

* Social Engineering

Q48. You are a consultant and are regularly hired by the Ministry of Defense to perform analysis. Since the assignments are
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irregular, you outsource the administration of your business to temporary workers. Y ou don& #8217;t want the temporary workers to
have access to your reports. Which reliability aspect of the information in your reports must you protect?

* Availability

* Integrity

* Confidentiality

Q49. You apply for aposition in another company and get the job. Along with your contract, you are asked to sign a code of
conduct. What is a code of conduct?

* A code of conduct specifies how employees are expected to conduct themselves and is the same for all companies.

* A code of conduct is astandard part of alabor contract.

* A code of conduct differs from company to company and specifies, among other things, the rules of behavior with regard to the
usage of information systems.

Q50. Some threats are caused directly by people, others have a natural cause. What is an example of an intentional human threat?
* Lightning strike

* Arson

* Food

* Lossof aUSB stick

Q51. What action is an unintentional human threat?
* Arson

* Theft of alaptop

* Social engineering

* |ncorrect use of fire extinguishing equipment
Explanation/Reference:

Q52. You are a consultant and are regularly hired by the Ministry of Defense to perform analysis.
Since the assignments are irregular, you outsource the administration of your business to temporary workers.

Y ou don& #8217;t want the temporary workers to have access to your reports. Which reliability aspect of the information in your
reports must you protect?

* Availability

* Integrity

* Confidentiality

Q53. Which of the following measures is a preventive measure?

* Installing alogging system that enables changes in a system to be recognized

* Shutting down all internet traffic after a hacker has gained access to the company systems

* Putting sensitive information in a safe

* Classifying arisk as acceptable because the cost of addressing the threat is higher than the value of the information at risk

Q54. You read in the newspapers that the ex-employee of alarge company systematically deleted files out of revenge on his
manager. Recovering these files caused great losses in time and money. What is thiskind of threat called?

* Human threat

* Natura threat

* Social Engineering

Q55. Midwest Insurance controls access to its offices with a passkey system. We call this a preventive measure. What are some
other measures?
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* Detective, repressive and corrective measures
* Partial, adaptive and corrective measures
* Repressive, adaptive and corrective measures

Q56. You are the first to arrive at work in the morning and notice that the CD ROM on which you saved contracts yesterday has
disappeared. Y ou were the last to leave yesterday. When should you report this information security incident?

* Thisincident should be reported immediately.

* You should first investigate this incident yourself and try to limit the damage.

* You should wait afew days before reporting thisincident. The CD ROM can still reappear and, in that case, you will have made a
fuss for nothing.

Q57. An airline company employee notices that she has access to one of the company& #8217;s applications that she has not used
before. Isthis an information security incident?

* Yes

* No

Q58. Your company isin the news as aresult of an unfortunate action by one of your employees. The phones are ringing off the
hook with customers wanting to cancel their contracts. What do we call thistype of damage?
* Direct damage

* Indirect damage

Q59. The Information Security Manager (ISM) at Smith Consultants Inc. introduces the following measures to assure information
security:

-The security requirements for the network are specified.

-A test environment is set up for the purpose of testing reports coming from the database.

-The various employee functions are assigned corresponding access rights.

&#8211;

RFID access passes are introduced for the building. Which one of these measuresis not a technical measure?
* The specification of requirements for the network

* Setting up atest environment

* Introducing alogical access policy
* Introducing RFID access passes

EXIN ISFS Certification Exam offers arange of benefitsto individuals and organizations aike. For individuals, it provides a
valuable qualification that enhances their career prospects and demonstrates their commitment to the field of information security.
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For organizations, it provides a benchmark for the skills and knowledge of their employeesin the area of information security.
Information Security Foundation based on ISO/IEC 27001 certification is highly respected in the industry and is recognized by
leading companies around the world.

Verified ISFS dumps Q& As- 100% Pass from ExamsL abs:
https://www.examsl abs.com/EX | N/ExinCertification/best-| SFS-exam-dumps.html]
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