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NO.19 Refer to the exhibit.
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Ml Wiceshark - Packet 5 - sniffer_port3.1 (1).pcap

Frame 5: 345 bytes on wire (276@ bits), 345 bytes captured (2760 bits)
Ethernet II, Src: MS-NLB-PhysServer-29 0f:00:01:06 (02:09:01:00:01:06),
| > Internet Protocol Version 4, Src: 10.200.3.1, Dst: 10.200.1.210
User Datagras Protocol, Src Port: 8678, Dst Port: 514
v [truncated]Syslog meszage: (unknown): @4 ~\021\0201020\004\000\001\8i
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Which image corresponds to the packet capture shown in the exhibit?

EiEdit i Delete | More:

[0 aDevice Name Platform Logs Average Log Rate(Logs/Sec)
O @ Remote-FortiGate FortiGate-VM&4 ®Real Time O

@ Edit B Delete  § Mores

O aDevice Name Platform Logs Average Log Rate{Logs/Sec)
O 2 Remote-FortiGate FortiGate-VM&4 & ®Real Time 0

O &Device Name Platform Logs Average Log Rate{Logs/Sec)

O @ Remote-FortiGate FortiGate-VMé4 @ Real Time 0O

The exhibit shows a packet capture with a syslog message containing alog event from a FortiGate device. Thislog event includes
several details such as the date, time, and event message. The corresponding image that matches this packet capture would be the
one which shows that the FortiGate device has logs being received in real-time, as indicated by the highlighted section in the packet
capture where it mentions & #8220;real-time& #8221;.
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Therefore, Option A isthe correct answer because it shows logs with & #8220;Real Time& #8221, status for the FortiGate-V M 64

device, indicating that this FortiAnalyzer is currently receiving rea-time logs from the device, matching the activity in the packet
capture.References:Based on the provided exhibits and the real-time logging information, correlated with the knowledge from the
FortiAnalyzer 7.2 Administrator documentation regarding log reception and device management.

NO.20 Refer to the exhibit.

FortiAnalyrer 38 get system status
Platform Type : FATVMGA

Platform Full Name : FortiAnalyzer-VMGa

Version :w7.2.1-build1215 220809 (GA)
Sefial Number : FAZ-VMOO0DM065042

BIOS version = 04000002

Hostname £ ForliAnahrler 3

Max Number of Admin Domains : C’Qi
Admin Domain Configuration :Ena ed % =

FIPS Mode %@

HA Mode m

Branch Fuin 1215

'u"el o ahon 1 GA
i : [GMT-8:00) Pacific Time (US & Canada)
: Free 45.06GEB, Total 58.B0GE

F He Svstem :Extd
License Status : Valid

FortiAmalyzer s pet system global

adom-mode : normal
adom-select : enahle
sdlom-status

ronsale-output

country-flag

=nic-algorithm : high

Based on the partial outputs displayed in the exhibit, which devices are ready to be configured as peersin an HA cluster?

* FortiAnalyzerl and FortiAnalyzer3

* FortiAnalyzerl and FortiAnalyzer2

* These devices cannot participate in the same cluster.

* FortiAnalyzer2 and FortiAnalyzer3

Based on the provided exhibit, which shows partial outputs of the system status and global settings for FortiAnalyzer devices, the
devices cannot be configured as peersin an HA (High Availability) cluster. Thisisindicated by the HA Mode status being set to

& #38216;Stand Alone& #8217; for the displayed FortiAnalyzer device. For devicesto be part of an HA cluster, they would need to
havecompatible HA configurations, and usually, they should not be in &#8216;Stand Alone& #3217; mode. Additionally, the exhibit
only shows information for one FortiAnalyzer, so it cannot be determined if there is another device ready to form an HA cluster with
it.

NO.21 What istrue about FortiAnalyzer reports?

* When you enable auto-cache, reports are scheduled by default.

* Reports can be saved in a CSV format.

* You require an output profile before reports are generated.

* The reports from one ADOM are available for all ADOMs.

For FortiAnalyzer reports, an output profile must be configured before reports can be generated and sent to an external server or
system. This output profile determines how the reports are distributed, whether by email, uploaded to a server, or any other
supported method. The options such as auto-cache, saving reportsin CSV format, or reports availability across different ADOMs are
separate features/settings and not directly related to the requirement of having an output profile for report generation.

NO.22 Which two statements are true regarding the log synchronization states for HA on FortiAnalyzer? (Choose two.)

* When Log Data Sync is turned on, the backup device reboots and then rebuilds the log database with the synchronized logs.

* By default. Log Data Sync is disabled on all backup devices.

* With Initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup device.
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* Log Data Sync provides real-time log synchronization to all backup devices.

For HA on FortiAnalyzer, Log Data Sync ensures real-time log synchronization among all cluster members, including backup
devices. Thisfeature is enabled by default. The Initial Logs Sync state is triggered when anew unit is added to an HA cluster, where
the primary unit synchronizesitslogs with the newly added unit.

After theinitial synchronization, the secondary unit reboots and rebuilds its log database with the synchronized
logs.References:FortiAnalyzer 7.2 Administrator Guide, & #8220;Log synchronization& #8221; section.

NO.23 Which statement is true about using aggregation mode on FortiAnalyzer?

* Aggregation mode supports log filters.

*Aggregation mode can work with syslog servers.

* |n aggregation mode, logs and content files are forwarded in real time.

* Aggregation mode can be configured only on the CLI.

In aggregation mode, FortiAnalyzer stores logs received from devices and forwards them at a specified time each day to avoid
duplication. It is specifically designed to work between two FortiAnalyzer units and does not support syslog or CEF servers.
Additionally, aggregation mode configurations are limited to CL1

commandslog-forwardandl og-forward-service.References: FortiAnalyzer 7.2 Administrator Guide,

&#8220;Aggregation& #8221; and & #8220;CL| Commands for Aggregation Mode& #8221; sections.

NO.24 After you have moved aregistered logging device out of one ADOM and into anew ADOM, you run the following
command: execute sgl-local rebuild-adom <new-ADOM-name> What is the purpose of running this CLI command?

* Toreset the ADOM disk quota enforcement to its default value

* To migrate the archive logs to the new ADOM

* To populate the new ADOM with analytical logs for the moved device, so you can run reports

* To remove the analytics logs of the device from the old database

When you move aregistered logging device from one ADOM (Administrative Domain) to another in FortiAnalyzer, it&#8217;s
essential to ensure that the analytical logs for the moved device are available in the new ADOM to maintain continuity in reporting
and log analysis. The commandexecute sqgl-local rebuild-adom < new-ADOM-name>is used specifically for this purpose. Running
this command populates the new ADOM with the analytical logs of the moved device, enabling you to generate accurate and
comprehensive reports based on the historical data of the devicein its new ADOM context. This process ensures that the transition
of devices between ADOM s does not lead to aloss of analytical insight or reporting capabilities for the device& #8217;s traffic and
events.

NO.25 What areanalytics logs on FortiAnalyzer?

* Logsthat are compressed and saved to alog file

* Logsthat roll over when the log file reaches a specific size

* L ogsthatare indexed and stored in the SQL

* Logs classified as type Traffic, or type Security

On FortiAnalyzer, analytics logs refer to the logs that have been processed, indexed, and then stored in the SQL database. This
process allows for efficient dataretrieval and analytics. Unlike basic log storage, which might involve simple compression and
storage in afile system, analytics logs in FortiAnalyzer undergo an indexing process. This enables advanced features such as quick
search, report generation, and detailed analysis, making it easier for administrators to gain insights into network activities and
security incidents.References.FortiAnalyzer 7.2 Administrator Guide &#8211; & #8220;Log Management& #8221 ; and
&#8220;Data Analytics& #8221; sections.

NO.26 Which two statements are true regarding Forti Analyzer system backups? (Choose two.)
* Existing reports can be included in the backup files.

* The system reserves at least 5% to 20% disk space for backup files.

* Scheduled system backups can be configured only from the CLI.
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* Backup files can be uploaded to SCP and SFTP servers.

FortiAnalyzer allows for the inclusion of existing reports in the backup files, providing a comprehensive backup of configurations
and data. Additionally, the backup files can be configured to be uploaded to SCP and SFTP servers, ensuring secure transfer and
offsite storage of backup data. This can be configured both in the GUI and the CLI, providing flexibility in how backups are
scheduled and managed.References: Forti Analyzer

7.4.1 Administration Guide, & #8220;Scheduling automatic backups& #8221; section.

NO.27 An administrator, fortinet, can view logs and perform device management tasks, such as adding and removing registered
devices. However, administrator fortinet is not able to create a mail server that can be used to send alert emails.

What can be the problem?

* ADOM mode is configured with Advanced mode.

* fortinet is assigned the Standard_User administrative profile.

* A trusted host is configured.

* fortinet is assigned Restricted User administrative profile.

If the administrator & #8220;fortinet& #8221; can view logs and perform device management tasks but cannot create a mail server
for alert emails, it islikely due to the administrative profile assigned to them. The Standard_User administrative profile may restrict
certain administrative functions, such as creating mail servers. To perform all administrative tasks, including creating mail servers, a
higher privilege profile, such as Super_Admin, might be required.References:FortiAnalyzer 7.2 Administrator Guide, &#38220;Mail
Server& #8221, section.

NO.28 Which statement is true about ADOMS?

* When a FortiAnayzer Fabric isimplemented, the default ADOM mode is set to advanced.

* A fabric ADOM can include all the device types supported by FortiAnalyzer.

* Y ou can change the ADOM maode only through the GUI.

* |n normal mode, you cannot change the disk quota of the ADOM &fter its creation.

Regarding ADOMSs (Administrative Domains) in FortiAnalyzer, afabric ADOM is capable of including all device types that
FortiAnalyzer supports. Thisis part of the flexibility offered by ADOMs to manage and report on logs from various devices within a
Fortinet security fabric. ADOMs can be enabled to support non-FortiGate devices as well, and the root ADOM in Fabric ADOMs
provides visibility into all Security Fabric devices. Additionally, it should be noted that in normal mode, you cannot assign different
FortiGate VDOMSs to different ADOMSs, while in advanced mode, you can, which provides a more granular control over the log data
from individual VDOMs.References:FortiAnalyzer 7.4.1 Administration Guide, & #8220;ADOMs& #3221; and

&#8220;ADOM device modes& #8221; sections.

NO.29 Which two statements about FortiAnalyzer operating modes are true? (Choose two.)

* When in collector mode. FortiAnalyzer offloads the log receiving task to the analyzer.

* Analyzer mode is the default operating mode.

* For the collector, you should allocate most of the disk space to analytics logs.

* When in analyzer mode. FortiAnalyzer supports event management and reporting features.

The default operating mode for FortiAnalyzer is analyzer mode. In this mode, FortiAnalyzer provides full functionality for event
management and reporting features. This mode is intended for environments where comprehensive analysis and reporting are
required. It allows FortiAnalyzer to collect, analyze, and store logs, as well as generate reports and manage
events.References.FortiAnalyzer 7.4.1 Administration Guide,

& #8220;Operating modes& #8221; section.

NO.30 Which two of the available registration methods place the device automatically in its assigned ADOM?
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(Choose two.)

* Reguest from the device

* Serial number

* Fabric Authorization

* Pre-shared key

The registration methods that automatically place adevicein its assigned ADOM are using the serial number and fabric
authorization. When devices are added to FortiAnalyzer using these methods, they are automatically placed in the appropriate
ADOM, which could be a defaultADOM based on the device type or a predefined ADOM based on the serial number or fabric
authorization. This simplifies the management of devices and their logs by organizing them into their respective ADOMs from the
moment they are registered.References.FortiAnalyzer 7.4.1 Administration Guide, & #8220;Default device type ADOM s& #8221,
and

&#8220;Assigning devices to an ADOM & #8221; sections.

NO.31 Which two methods can you use to restrict administrative access on FortiAnalyzer? (Choose two.)

* Use administrator profiles.

* Configure trusted hosts.

* Fabric connectorsto external LDAP servers.

* Limit access to specific virtual domains.

To restrict administrative access on FortiAnalyzer, two effective methods are using administrator profiles and configuring trusted
hosts. Administrator profiles allow for defining the level of access and permissions for different administrators, controlling what
each administrator can seeand do within the FortiAnalyzer unit.

Configuring trusted hosts enhances security by limiting administrative access to specified |P addresses, ensuring that administrators
can only connect from approved locations or networks, thus preventing unauthorized access from outside specified subnets or IP
addresses.References.FortiAnalyzer 7.4.1 Administration Guide, & #8220;Administrators& #8221; and & #8220; Trusted

hosts& #8221; sections.
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