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VMware 5V0-63.21 certification exam is intended for IT professionals, system administrators, and other professionals who manage

and support macOS devices in their organization. 5V0-63.21 exam covers a range of topics, including macOS device management,

software packaging and distribution, application lifecycle management, and security and compliance.

VMware 5V0-63.21 is an exam that tests the skills of IT professionals in managing and configuring VMware Workspace ONE for

macOS. VMware Workspace ONE for macOS Skills certification validates the knowledge and expertise of individuals in managing

macOS devices and providing secure access to enterprise applications and data. 5V0-63.21 exam is designed to assess the

candidate's ability to manage macOS devices and applications within the Workspace ONE environment.

 

Q11. Which three configuration changes must be made to use an enterprise Certificate Authority (CA) for Mobile SSO with iOS

devices? (Choose three.)

[Jun 03, 2024] Uplift Your 5V0-63.21 Exam Marks With The Help of 5V0-63.21 Dumps [Q11-Q30] |  Page 1/6  |

https://blog.examslabs.com/?p=1489
https://blog.examslabs.com/?p=1489


This page was exported from - Exams Labs Braindumps 
Export date: Sat Sep 28 23:11:13 2024 / +0000  GMT

*  Integrate 3rd party Certificate Authority (CA) with Workspace ONE UEM console

*  Configure Mobile SSO adapters in Workspace ONE to trust enterprise CA

*  Modify Mobile SSO profiles to use enterprise CA

*  Configure mobile application records in Workspace ONE to trust enterprise CA

*  Modify Workspace ONE authentication policies to use enterprise CA

*  Configure VMware Tunnel network traffic rules to allow access to enterprise CA

Configure Active Directory Certificate Authority in AirWatch

https://docs.vmware.com/en/VMware-Workspace-ONE/services/aw-vidm-ws1integration-/GUID-C0308F39-AC0F-42F6-B672-1C8

D3BFEDE26.html Configure Apple iOS Profile in AirWatch Using Active Directory Certificate Authority and Certificate Template

https://docs.vmware.com/en/VMware-Workspace-ONE/services/aw-vidm-ws1integration-/GUID-1AEB8F12-4C3C-49EE-A1C2-5F

742B13F2F6.html Configure Mobile SSO for iOS Authentication

https://docs.vmware.com/en/VMware-Workspace-ONE/services/aw-vidm-ws1integration-/GUID-59D589F7-55A4-4F96-AC04-D9

A498DF3CCE.html

Q12. Which component load balances itself through the use of AirWatch Cloud Messaging (AWCM)?

*  VMware Secure Email Gateway

*  VMware Identity Manager Connector

*  VMware AirWatch Cloud Connector

*  VMware Unified Access Gateway

Q13. A Workspace ONE UEM administrator is migrating collections, applications, and policies from SCCM to Workspace ONE.

When using AirLift, which three of the following must the administrator allow AirLift to access on the ConfigMgr server? (Choose

three.)

*  Port 443 or specified TLS port if Secure Connection is configured

*  WinRM port (typically 5985)

*  Port 3268 or the specified Global Catalog port

*  Port 389 for Active Directory

*  Interactive Login Permissions

Q14. An administrator is troubleshooting the Per-App VPN function in the VMware Tunnel and runs the following command:

openssl s_client -showcerts -connect <TunnelHostname>:8443.

They notice that the response is the certificate from their firewall and not the certificate from the Tunnel server.

What remediation step should be taken?

*  The VMware Tunnel should be re-configured to use the certificate from the firewall

*  The VMware Tunnel SSL traffic needs to pass through the firewall unmodified

*  The VMware Tunnel should be re-configured to trust the certificate from the firewall

*  The VMware Tunnel Certificate should be exported from the console and uploaded to the firewall

Q15. A company has BYOD iOS devices and would like to give them access to internal sites in VMware Web without requiring full

device management.

Which VMware best practice configuration is needed to enable this?

*  Configure Tunnel for VMware Tunnel in the SDK settings.
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*  Configure Tunnel for VMware Tunnel Proxy in the SDK settings

*  Configure a VPN Profile for VMware Tunnel.

*  Configure a VPN Profile for VMware Tunnel Proxy.

Q16. An administrator is tasked with determining the root cause for a recent outage where devices were not able to authenticate. An

investigation revealed a single AirWatch Cloud Connector (ACC) server that had a disk error which caused it to be completely

unresponsive.

Which VMware resiliency recommendation would have prevented this outage?

*  High Availability

*  Disaster Recovery

*  Cloud Hosted ACC

*  Restart ACC

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1909/WS1-ACC.pdf

A single point of failure becomes more resilient with High Availability

Q17. Which administrative console is used to change to an organization logo (branding) in the Intelligent Hub Catalog?

*  Workspace ONE Access

*  Workspace ONE Hub Services

*  Workspace ONE

*  Workspace ONE UEM

Q18. Refer to the Exhibit.
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An administrator has set up an iOS compliance policy for unwanted apps.

Which of the following is the expected behavior when Workspace ONE UEM receives the app sample indicating the presence of the

unwanted app?

*  After 1 day, end user will receive the push notification.

*  The concerned device will be marked as Non-compliant immediately.

*  The concerned device will be unenrolled.

*  After 2 days, all managed apps will be blocked/removed from the concerned device.

Q19. Which three options are supported by Workspace ONE Access? (Choose three.)

*  Configuring Per-App VPN.

*  Configuring conditional access.

*  Configuring network segmentation.

*  Configuring Mobile SSO.

*  Configuring unified application catalog.

*  Configuring encryption.

Q20. Which is required to deliver a Check In, Check Out experience on an Android Device?

*  Block open enrollment into Workspace ONE UEM.

*  Enable VMware Workspace ONE Intelligence.

*  Deliver Launcher profile to the end-user.

*  Use a basic user as a staging account.

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/services/Boxer_Admin_Guide/GUID-CD118E94-18F2-4BB2-AAA7

-C3673066E209.html#:~:text=Workspace%20ONE%20Boxer%20supports%20Check,in%20process%20for%20CICO%20users.

Q21. A customer intends to implement Android device management in their environment.

Which three enrollment options would result in an end-user experience in which a dedicated container is created on the device for

only business applications and contents? (Choose three.)

*  Knox Container

*  Device Enrollment Program (DEP)

*  Work Managed Device

*  Legacy enrolled

*  Corporate Owned Personally Enabled (COPE)

*  Work Profile

Q22. A customer has decided to use VMware Workspace ONE as their primary SAAS solution for endpoint management. The

customer&#8217;s security team requires all infrastructure to support High Availability (HA).

Which two components of Workspace ONE will need to be maintained by the customer? (Choose two.)

*  AirWatch Cloud Connector

*  Workspace ONE Database

*  Console Services Servers

*  Unified Access Gateway

*  Device Services Server

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/services/AirWatch_Cloud_Connector/GUID-AWT-ACC-REQSONP

REM.html?hWord=N4IghgNiBcIQ9mAJgAgEaTAOwMYFMUcEBXVHeLLPHAF3gCcQBfIA
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Q23. Which is required during installation of the Workspace ONE Intelligence Connector service?

*  Workspace ONE Intelligence Connector service must be installed on the AWCM Server.

*  Workspace ONE Intelligence Connector must be installed on the Console Server.

*  Workspace ONE Intelligence Connector service must be installed on the Device Services Server.

*  Workspace ONE Intelligence Connector must be installed on its own server.

Q24. Which is the VMware recommended persistence mode for load balanced VMware Unified Access Gateway servers?

*  SSL Session Persistence

*  Source IP-based Persistence

*  Cookie Persistence

*  Destination IP-based Persistence

Q25. An organization has purchased a SaaS Workspace ONE solution and wants to implement these:

integration with back-end resources like Active Directory from Microsoft to sync users and groups Kerberos authentication

integration with Virtual Desktops and Applications from services (Horizon 7, Horizon Cloud, or Citrix) third party integration with

RSA SecureID, RADIUS for authentication Which Workspace ONE component is required?

*  VMware AirWatch Cloud Connector

*  VMware Workspace ONE Access Connector

*  VMware Workspace ONE Assist

*  VMware Workspace Unified Access Gateway

https://docs.vmware.com/en/VMware-Workspace-ONE-Access/21.08/ws1_access_connector_install/GUID-271C47F6-856C-40F0-

97AB-A8AD95025F9C.html

Q26. A company using Mobile SSO would like to avoid deploying an additional connector for Workspace ONE. They currently do

not have a use case for Virtual Apps or advanced authentication such as kerberos, RDA SecureID or Radius.

Which configuration can be used to sync users and groups with a single connector of Workspace ONE?

*  Directory Sync from Workspace ONE UEM to Workspace ONE Access

*  Directory Sync from Workspace ONE Assist to Workspace ONE Access

*  Directory Sync from Workspace ONE Access to Workspace ONE Unified Access Gateway

*  Directory Sync from Workspace ONE Intelligence to Workspace ONE Access

Q27. A customer is managing only iOS devices using Workspace ONE. They would like to begin managing Android devices.

What would be the first step an administrator needs to complete to begin managing Android Devices?

*  Download and deploy Workspace ONE Unified Access Gateway.

*  Complete Android EMM registration from Workspace One Console.

*  Download and deploy Workspace ONE Access Connectors for Android devices.

*  Configure a Workspace ONE AirLift Server-side Connector.

Q28. Which is required to suppress the Apple Enrollment Terms of Use (TOU) for agreement prior to iOS device management?

*  Configure Apple VPP

*  Configure DEP

*  Configure pre-registration TOU

*  Configure post-registration TOU

https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1912/WS1EX/GUID-AWT-COMPLETEENROLLPROFILE.html

Q29. Which VMware Horizon client application supports biometric authentication?

*  macOS
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*  Linux

*  Chrome

*  Windows

Q30. For federal clients, FIPS 140-2 and AES 256-bit encryption are applied to which three areas? (Choose three.)

*  data in use

*  data in flying

*  data in pace

*  data in rest

*  data in transit
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